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COMPLIANCE NEWSLETTER

Welcome to Radiant System’s Compliance

newsletter! The goal of this newsletter is to

inform and educate Radiant partners on

Compliance related topics. We realize that the

task of understanding and staying informed of

compliance issues is challenging. We thought a

newsletter would be an effective way to provide

information bi-monthly, in a simple format

geared to any audience.  Please feel free to share

your comments and questions by emailing

ProdMgmt@RadiantSystems.com.

Two-Factor Authentication Is Coming to
a Site Near You
Data and identity thieves are becoming much more
sophisticated in their ability to access systems previously
regarded as secure.  User name and password are no longer

sufficient to prevent unauthorized access to
data systems containing cardholder

information. To meet these new challenges,
stronger techniques are necessary to secure
your Aloha network and attached

computers. Two-factor authentication is a
required method of securing remote access

to systems containing cardholder data.

What is two-factor authentication?
Two-factor authentication is the use of two separate methods of
verifying the authenticity of an access request.  Examples of this
type of authentication include providing a user name and a
password (the first factor), followed by a touch on a biometric
scanner, or having to provide a specific code, typically
generated just for a specific session (the second factor). Two-
factor authentication involves using two of the following three
categories of information:

• Something you know. Information in this category includes a
user name and password combination, a PIN, or personal
information such as a school, family member names, or other
information input criteria. This type of information is easily
stolen, so it is insufficient for access control, by itself.

•  Something you have.  This can be a mobile phone, a payment
card, a ‘smart’ card, or a hardware security token, such as a USB
dongle. Session-specific codes generated by a third party, or
‘token’ generators are also effective in this area.

• Something you are. This type of information is typically a
biometric, like a fingerprint or a retinal scan.

The limitations of authenticating across a network or the Internet
tend to relate to things we know, or things we have, due to the
difficulty of collecting biometric data in this environment.

Why do I need to use two-factor authentication?
All POS systems are potential targets for hackers, and the
Aloha system is no exception, due to the possible availability
of credit card information they can use for illegal purposes.  If
you support your sites remotely, the vulnerability to external
attack is significantly higher. Two-factor authentication
considerably decreases the likelihood that anyone else but
you has access to your sites.

Two-factor authentication is already a Payment Card Industry
Data Security Standard (PCI DSS) requirement, see section 8.3.
You can use the following link to download the entire PCI
Security Standards in PDF format.

https://www.pcisecuritystandards.org/pdfs/pci_dss_v1-1.pdf 

continued on page 2

Disabling Alt+X Access to
Aloha and EDC in All Versions
In a previous edition of the Compliance
newsletter, we announced that the Alt+X

method of accessing Aloha QuickService,
TableService, and EDC is no longer available,

beginning with version 6.3.  You can also disable this method of
access for all prior versions of these products, and should do so
as soon as possible, for PCI DSS compliance.  RKS ID 6298
discusses the procedure for disabling this method of access for
all versions of Aloha prior to v6.3.  Please contact your Radiant
representative if you cannot access the Radiant Knowledge
System to obtain this document.



Two-Factor Authentication Is Coming to a Site Near You continued

How can I implement two-factor authentication?
Two-factor authentication is a ‘hot topic,’ as you might imagine.
Numerous third-party companies are offering solutions at widely
varying costs and degrees of effectiveness.  Although a practical
‘answer’ to this question is still emerging, Radiant Systems has
recommendations that will help you to prepare your sites,
networks, and operating procedures for two-part authentication:

•  Use a unique user ID and password for every employee in your
local or ‘home’ network.  You must never use shared user
names and passwords.

•  Use a unique user ID and password for each site, when you log
in remotely.  Do not use the same user name and password
across every site in your organization.  Every site must have a
unique set of credentials. Using the same user name and
password for more than one site is an automatic failure to
comply with PCI DSS standards for you and for your customer site

• Establish policies and configurations that cause all passwords
to expire after a specific time frame. These policies must
apply to all passwords used to access computers, third-party
programs, and the Aloha system.  We recommend you use an
expiration interval of 45 to 90 days.

• Create new passwords to replace old passwords as they expire.

• Make sure all passwords are ‘strong,’ consisting of at least seven
characters that include upper and lower case letters, numbers,
and symbols, and that are not strings found in dictionaries.  An
example of a ‘strong’ password could be something like
AgBr45&7*.

• Ensure that sites are not leaving pcAnywhere®, or other remote
administration tools, ‘listening,’ or active and logged in when
not needed.  Give site personnel specific instructions to close
these applications completely when they are not in active use.
Whenever possible, configure the application to close after
each session, and to not start automatically at any time.

• Make sure any sites using dial-up connections disconnect after
every on-line session.

What do I do if a security breach occurs?
You should immediately involve law enforcement after any
security breach, as early as possible.  They can make use of any
trace data still available to locate and identify the responsible
party.  Time is absolutely of the essence.  You should notify all
processors and payment card companies you use, and tell them
of the breach.  Get as many people involved as possible, and as
early as possible, to identify and catch the perpetrators. You
should also attempt to protect and notify affected cardholders,
to limit financial losses for all parties involved.  Early notification
will give these individuals the opportunity to begin monitoring
their accounts for fraudulent activity or request new card
numbers, at their discretion.

As larger retailers tighten their security programs, ‘data thieves’

are moving on to the remaining soft targets, level 3 and level 4

merchants, in the area of payment card fraud.  To provide your

sites with the newest data security features available, we

encourage you to implement the best practices as they are laid

out in the Aloha CISP Best Practices Guide.

Type of Merchants

Reporting (definitions)

Level 1 (more than 6 million

transactions per year)

Level 2 (1 million to 6 million

transactions per year)

Level 3 (20,000 to 1 million

transactions per year)

Level 4 (fewer than 20,000

transactions per year)

Percent Compliance 

by Self-Report

96%

52%

Not Released

Don’t Let “Data Thieves”
Catch You Unprepared!
Here are some statistics you might find

interesting, as released by Visa® USA, to

explain the percentage of sites that are

PCI compliant:
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New Data Security Features in 
Aloha, Version 6.3
Aloha POS v6.3 incorporates several new
security features, to help you strengthen

the data integrity of your sites, or those of
your customers. Some of these enhancements

are in direct response to requirements of the Payment Card
Industry Data Security Standards (PCI DSS), while others are in
response to customer requests.

More detailed information about these new features is
available in the Aloha CISP Best Practices Guide, including
configuration steps, where required.  Prior to upgrading to
Aloha v6.3, we recommend you obtain the corresponding
version of this document, and use it to prepare for the upgrade.
Proper preparation can save you considerable time, and make it
easier for you to comply with PCI DSS.

In summary, the new security enhancements in Aloha v6.3
are as follows:
•  The Audit report in QuickService® and TableService® will, by

default, mask credit card and expiration date information.
You must specifically grant users the ability to view this
information by adding the option to their Back Office
Security Level, by selecting Maintenance > Labor > Back
Office Security Levels in Aloha Manager. The new option is
located in Reprints > Audits > Display Credit/Debit Card
Numbers, in the Functions column. Select the security level ID
to which you want to give permission for this function, and
then select ‘Run’ and ‘Save’ for the specified line item.  After
the next data refresh, employees with this security level
assigned to them can view credit or debit card numbers and
expiration dates in the Audit report. All other employees with
access to the Audit report see these numbers in masked format.

•  As reported in the previous issue of this newsletter, the ‘Alt+X’
method of accessing Aloha Manager and Aloha EDC is no
longer available in Aloha v6.3 unless you are using a ‘super key.’

• The configuration of EDC, as it relates to security, is of vital
importance. If misconfigured, EDC may not work properly,
but it is also possible to expose EDC to unnecessary risk.  For
this reason, the existing EDC logging function is now
enhanced, to clearly record detailed usage information in a
more human-readable format.  EDC now records all program
activities, including log-in, date, time, terminal number (if
applicable), program actions, and log-out. It is not possible to
modify or disable this logging function. EDCSvr captures this
information, and stores it in the EDC debout file on the EDC server.

•  We have removed the option ‘Disable masking in grind files’ in
Maintenance > Payments > Tenders > Type tab, from the
Aloha system altogether.  You must clear this option for all
tenders, prior to upgrading to Aloha v6.3.

• Aloha v6.3 includes a new option, in Maintenance > Store
Settings > Credit Card group > Voucher Printing 2 tab, to
prevent the cardholder name from printing on credit card
vouchers.  When you select this option, Aloha replaces
‘Magnetic card present:  «Cardholder Name»’ with ‘Magnetic
card present:  Yes.’  Although U.S. Federal law and PCI DSS do
not currently require you to suppress the cardholder name,
customers have requested this capability.

While the content in this newsletter has been obtained from sources believed to be reliable, no warranty is provided concerning such
content and it does not constitute legal advice.  Legal advice concerning specific situations should be obtained by your legal counsel.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Error
  /CompatibilityLevel 1.4
  /CompressObjects /Tags
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /CMYK
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams false
  /MaxSubsetPct 100
  /Optimize true
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo true
  /PreserveFlatness true
  /PreserveHalftoneInfo false
  /PreserveOPIComments true
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 300
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 300
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e9ad88d2891cf76845370524d53705237300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc9ad854c18cea76845370524d5370523786557406300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA <>
    /JPN <FEFF9ad854c18cea306a30d730ea30d730ec30b951fa529b7528002000410064006f0062006500200050004400460020658766f8306e4f5c6210306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103055308c305f0020005000440046002030d530a130a430eb306f3001004100630072006f0062006100740020304a30883073002000410064006f00620065002000520065006100640065007200200035002e003000204ee5964d3067958b304f30533068304c3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020ace0d488c9c80020c2dcd5d80020c778c1c4c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor prepress-afdrukken van hoge kwaliteit. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create Adobe PDF documents best suited for high-quality prepress printing.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToCMYK
      /DestinationProfileName ()
      /DestinationProfileSelector /DocumentCMYK
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles false
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /DocumentCMYK
      /PreserveEditing true
      /UntaggedCMYKHandling /LeaveUntagged
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [2400 2400]
  /PageSize [612.000 792.000]
>> setpagedevice


